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REZUMAT

In ultimii ani, extinderea rapidd a serviciilor digitale a transformat securitatea cibernetica intr-un
domeniu strategic, marcat de un deficit global de aproape 4,8 milioane de specialisti neocupati. Decalajul
dintre pregatirea teoretica universitara si competentele practice solicitate de angajatori reprezinta una dintre
cauzele principale ale acestui deficit, justificand necesitatea unor metode educationale inovatoare, bazate pe
simulare si practica aplicata.

Lucrarea de fata analizeaza potentialul mediilor de tip Cyber Range ca instrumente pentru
dezvoltarea competentelor practice in securitate cibernetica si propune un model didactic aplicabil Tn
context universitar, cu referire directd la Universitatea Tehnica a Moldovei. Metodologia Imbina analiza
documentarad si comparativa cu cercetarea empirica prin chestionar aplicat studentilor de la FCIM UTM.

Primul capitol fundamenteaza teoretic domeniul si prezinta trei studii de caz internationale
reprezentative. La Universitatea Masaryk din Cehia, platforma KYPO Cyber Range a demonstrat ca
feedbackul automatizat creste rata de finalizare a sarcinilor cu 34%. Exercitiile NATO CCDCOE din
Tallinn - in special Locked Shields - au generat o rata de angajare de 78% pentru absolventii participanti,
fata de 54% pentru cei fara experienta similara. La Epitech Paris, integrarea TryHackMe pentru peste 2.500
de studenti a produs o rata de finalizare a laboratoarelor de peste 80%, fata de 60% in modelul traditional.
Concluzia comuna a acestor cazuri este ca valoarea educationald a mediilor Cyber Range deriva din
coerenta integrarii lor intr-un sistem didactic orientat spre competente autentice.

Al doilea capitol realizeaza o analiza comparativa a platformelor TryHackMe si Hack The Box in
context educational. TryHackMe este optimd pentru nivelul introductiv si intermediar, prin structura
ghidata si accesibilitatea ridicata, in timp ce Hack The Box este adecvata pentru nivelul avansat, prin
scenariile de tip open-ended hacking care reproduc conditiile reale din industrie. Utilizate secvential, cele
doua platforme configureaza un continuum pedagogic complementar.

Al treilea capitol analizeaza contextul educational la FCIM UTM prin doua metode complementare:
analiza curriculumului existent si un chestionar aplicat unui esantion de 91-92 de studenti. Rezultatele
indica faptul ca 58,2% dintre studenti percep formarea actuala ca dominata de teorie, iar 82,6% identifica
scenariile realiste de atac-apdrare ca cele mai utile activitati practice. Niciuna dintre fisele disciplinelor
analizate nu mentioneaza explicit platforme Cyber Range ca instrument formal de laborator.

Al patrulea capitol propune un model didactic structurat in patru etape progresive: explorare
practicd, conceptualizare, aplicare practica si evaluare a competentelor. Modelul este inspirat din principiile
sistemului educational finlandez si aliniat la profilurile European Cybersecurity Skills Framework definite
de ENISA. Integrarea propusa presupune alocarea a 30-40% din orele de laborator pentru activitati pe

platforme Cyber Range, fara modificari structurale majore ale curriculumului existent.



ABSTRACT
In recent years, the rapid expansion of digital services has transformed cybersecurity into a strategic

field, marked by a global shortage of nearly 4.8 million unfilled specialist positions. The gap between
theoretical university preparation and the practical competencies demanded by employers represents one of
the main causes of this shortage, justifying the need for innovative educational methods based on simulation
and applied practice.

This thesis analyses the potential of Cyber Range environments as tools for developing practical
cybersecurity competencies and proposes a teaching model applicable in a university context, with direct
reference to the Technical University of Moldova. The methodology combines documentary and
comparative analysis with empirical research through a questionnaire administered to students at FCIM
UTM.

The first chapter provides the theoretical foundation of the field and presents three representative
international case studies. At Masaryk University in the Czech Republic, the KYPO Cyber Range platform
demonstrated that automated feedback increases task completion rates by 34%. The NATO CCDCOE
exercises in Tallinn - particularly Locked Shields - generated an employment rate of 78% for participating
graduates, compared to 54% for those without similar experience. At Epitech Paris, the integration of
TryHackMe for over 2,500 students produced a laboratory completion rate exceeding 80%, compared to
60% in the traditional model. The common conclusion across these cases is that the educational value of
Cyber Range environments derives from the coherence of their integration into a teaching system oriented
toward authentic competencies.

The second chapter presents a comparative analysis of the TryHackMe and Hack The Box platforms
in an educational context. TryHackMe is optimal for introductory and intermediate levels through its guided
structure and high accessibility, while Hack The Box is suited for advanced levels through its open-ended
hacking scenarios that replicate real-world industry conditions. Used sequentially, the two platforms form a
complementary pedagogical continuum.

The third chapter analyses the educational context at FCIM UTM through two complementary
methods: analysis of the existing curriculum and a questionnaire administered to a sample of 91-92
students. Results indicate that 58.2% of students perceive current training as theory-dominated, while
82.6% identify realistic attack-defence scenarios as the most useful practical activities. None of the
discipline syllabi analysed explicitly mention Cyber Range platforms as a formal laboratory tool.

The fourth chapter proposes a teaching model structured in four progressive stages: practical
exploration, conceptualisation, practical application, and competency assessment. The model is inspired by
the principles of the Finnish educational system and aligned with the European Cybersecurity Skills
Framework profiles defined by ENISA. The proposed integration involves allocating 30—40% of laboratory

hours to Cyber Range platform activities, without major structural changes to the existing curriculum.
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ABREVIERI SI DEFINITII

ISC2 - International Information System Security Certification Consortium
ENISA - European Union Agency for Cybersecurity

ECSF - European Cybersecurity Skills Framework

CyBOK - Cyber Security Body of Knowledge

CSIS - Center for Strategic and International Studies

ITU - International Telecommunication Union

DNSC - Directoratul National de Securitate Cibernetica

NIST - National Institute of Standards and Technology

NICE - National Initiative for Cybersecurity Education

EFTA - European Free Trade Association

USAID - United States Agency for International Development
GCI - Global Cybersecurity Index

DESI - Digital Economy and Society Index

NIS2 - Network and Information Security Directive

PNRR - Planul National de Redresare si Rezilienta

SOC - Security Operations Center

CTF - Capture The Flag

HTB - Hack The Box

LMS - Learning Management System

CISO - Chief Information Security Officer

FCIM - Facultatea Calculatoare, Informatica si Microelectronica

FET - Facultatea Electronica si Telecomunicatii

Cyber Range - Mediu virtual complex care simuleaza infrastructuri informatice reale (retele, servere,
aplicatii si servicii), utilizat pentru instruire practica, exercitii de atac—apdrare si evaluarea competentelor Tn

securitate cibernetica Intr-un cadru controlat.

Cybersecurity - Domeniu interdisciplinar care vizeaza protejarea sistemelor informatice, retelelor,
aplicatiilor si datelor impotriva atacurilor, accesului neautorizat, perturbdrilor sau distrugerii, prin utilizarea

de tehnologii, procese si practici de securitate.

Penetration testing / penetration tester - Proces de evaluare a securitatii unui sistem informatic prin
simularea unor atacuri controlate, realizate de specialisti (penetration testers), cu scopul identificarii

vulnerabilitdtilor exploatabile si formularii recomandarilor de remediere.



Red teaming - Metoda avansata de testare a securitatii care presupune simularea unor atacuri complexe,
coordonate si realiste asupra unei organizatii, pentru a evalua capacitatea de detectare si raspuns a echipelor
defensive si a mecanismelor de securitate.

Capture the Flag (CTF) - Tip de exercitiu sau competitie practicd in securitate cibernetica in care
participantii rezolva provocari tehnice pentru a identifica vulnerabilitati, a extrage date sau a obtine ,,flag-
uri”, demonstrand competente tehnice specifice.

Scaffolding (pedagogic) - Concept educational care desemneaza oferirea de suport gradual cursantilor Tn
procesul de invatare, prin ghidare, explicatii si structuri intermediare, pand la dobandirea autonomiei in
rezolvarea sarcinilor.

Open-ended hacking - Abordare de Invatare practica bazata pe explorare libera si rezolvarea de probleme
fara instructiuni pas cu pas, In care cursantul isi dezvolta strategiile proprii de analiza si exploatare a
vulnerabilitatilor.

Room / rooms - Unitdti de invatare structurate din cadrul platformei TryHackMe, care contin materiale
teoretice, sarcini practice si exercitii interactive, organizate tematic pentru dezvoltarea progresiva a
competentelor.

Dragonfly - Scenariu sau exercitiu de simulare cibernetica utilizat in instruire, conceput pentru a reproduce
atacuri asupra infrastructurilor informatice si pentru a evalua reactia si competentele participantilor n
contexte realiste.



INTRODUCERE

Transformarea digitald accelerata a ultimului deceniu a redefinit modul Tn care organizatiile publice
si private 1si desfasoara activitatea. Dependenta crescanda de infrastructuri informatice complexe, servicii
cloud si sisteme interconectate a creat un mediu Tn care vulnerabilitatile tehnice genereaza consecinte
directe si masurabile: Tntreruperi ale serviciilor esentiale, pierderi financiare semnificative si riscuri la
adresa securititii nationale. In acest cadru, securitatea cibernetici a devenit o prioritate strategicd, iar
formarea specialistilor capabili sa raspunda eficient amenintdrilor In continua evolutie reprezinta o
necesitate recunoscuta la nivel international.

Datele disponibile confirma amploarea acestei provocari. Conform ISC2 Cybersecurity Workforce
Study 2024, numadrul posturilor neocupate in domeniu se apropie de 4,8 milioane la nivel global, iar
aproximativ 60% dintre organizatii semnaleaza ca lacunele de competente le-au afectat concret capacitatea
de protectie. Problema nu este doar cantitativa - nu lipsesc doar oameni, ci lipsesc competente specifice,
operationale, dobandite prin practica directa, nu prin studiu teoretic.

Aceasta realitate expune o limitare structurald a formadrii universitare traditionale. Programele de
studii Tn securitate cibernetica ofera, Tn general, o baza conceptuala solida, insa componenta practica ramane
adesea insuficienta sau deconectatd de cerintele reale ale industriei. Absolventii intampina dificultati Tn a
gestiona situatii dinamice, Tn a utiliza instrumente specializate si in a lua decizii sub presiunea timpului -
competente care nu se formeaza prin prelegeri frontale sau laboratoare cu scenarii predefinite si rezultate
cunoscute dinainte.

Mediile de tip Cyber Range ofera un raspuns concret la aceasta problema. Prin simularea unor
infrastructuri informatice reale intr-un cadru controlat, aceste platforme permit studentilor sa exerseze
tehnici ofensive si defensive, sa analizeze incidente simulate si sa lucreze in echipa reproducand dinamica
unui centru operational de securitate. Experienta internationald demonstreaza ca integrarea coerenta a
acestor medii in curriculum genereazda rezultate masurabile: rate mai mari de angajare, progrese
semnificative in competentele tehnice si o motivatie crescuta pentru domeniu.

Prezenta lucrare porneste de la aceasta premisa si urmareste doua obiective principale. Primul consta
n analizarea potentialului mediilor Cyber Range ca instrumente educationale, prin examinarea literaturii de
specialitate si a studiilor de caz internationale relevante. Al doilea obiectiv vizeaza proiectarea unui model
didactic aplicabil in contextul specific al Universitatii Tehnice a Moldovei, fundamentat empiric pe analiza
curriculumului existent si pe datele colectate prin chestionar de la studentii FCIM UTM.

Structura lucrdrii reflecta acest demers 1n patru capitole: fundamentarea teoretica si studiile de caz
internationale, analiza comparativd a platformelor TryHackMe si Hack The Box, analiza contextului

educational local si, in final, proiectarea modelului didactic pilot bazat pe Cyber Range.

10
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