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Abstract

Java middleware platforms expose powerful management functions through HTTP-
accessible interfaces such as Jolokia. This article discusses the analysis of CVE-2023-50780
in Apache ActiveMQ Artemis by framing the vulnerability as a management-plane state-
transition problem rather than as a set of isolated exploit recipes. We analyze three remote-
code-execution paths that combine Jolokia-accessible MBeans with Log4J2 configuration
mutability, Artemis filesystem and deployment semantics, broker or web-server restart
behavior, and, in one vector, the Java DiagnosticCommand interface. The study defines a
formal attacker model; separates demonstrated preconditions from deployment-dependent
assumptions; compares the three vectors across required privileges, network dependencies,
writable artifacts, execution triggers, reliability, detection opportunities, and mitigations;
and evaluates defensive controls at the level of the exploit stage they interrupt. The paper
also clarifies the responsible-disclosure context and reduces operational payload detail
in favor of defender-oriented evidence, validation tables, and architectural analysis. The
resulting contribution is a reproducible but bounded case study of how legitimate admin-
istrative operations can compose into code execution when management interfaces are
exposed without sufficient privilege separation, MBean restriction, filesystem hardening,
and upgrade controls.
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